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Data Retention and GDPR Compliance Policy
Introduction

MAT Recruitment is committed to complying with the General Data Protection Regulation
(GDPR) and ensuring that personal data is retained only for as long as necessary for legal and
operational purposes. This policy outlines our approach to data retention, data destruction, and
our internal responsibilities to ensure GDPR compliance.

Roles and Responsibilities
To ensure effective data governance, the following roles are defined:

e Data Protection Officer (DPO): Oversees GDPR compliance and advises on data
protection matters.

e Executive Sponsor: A senior leader who ensures the policy is reviewed and enforced
across the organisation.

Scope and Application

This policy applies to all personal and sensitive data, regardless of format (electronic, paper,
archived, or cloud-based). It covers data collected from candidates, clients, employees,
suppliers, and other stakeholders.

Digital Identity Verification (Yoti ID Programme)

MAT Recruitment partners with Yoti to carry out secure digital identity checks on all candidates
as part of our recruitment and compliance process. Yoti is an ISO-certified provider that uses
encrypted, privacy-by-design technology to verify government-issued identification documents
and match them with candidate biometrics.

Lawful Basis for Processing:

e Legal Obligation: To confirm identity and right-to-work under UK employment law.

o Legitimate Interest: To prevent identity fraud and ensure safe recruitment practices.
Data Collected:

e Government-issued ID document (e.g. passport, driving licence).

o Biometric selfie for facial comparison.

e Verification outcome and confirmation details.
Processing and Storage:

e Yoti processes this data securely and provides MAT Recruitment with verification results
only (e.g. pass/fail, confirmation details).

e Verification records (results, date, document type) are retained for the duration of the
worker’s file, in line with our Data Retention Policy.
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Data Sharing:
e Yoti acts as a data processor under a contractual agreement with MAT Recruitment.

o Data may be shared with client organisations only where required for compliance or
safeguarding.

e No personal datais sold or shared for marketing purposes.

Candidate Rights:
Candidates have the right to:

e Access orrequest correction of their data.

e Objectto processing (subject to legal obligations).

o Request deletion of stored verification data when no longer required.
Security:

o Allverification data is encrypted and transmitted via secure, compliant systems.

e Access isrestricted to authorised personnel involved in compliance and recruitment.
Data Retention Schedule

A retention schedule is maintained that outlines the retention periods for specific categories of
data. Examples include:

e Candidate CVs and application details: 2 years from last contact (unless consent is
renewed)

e Payroll and tax records: 6 years (HMRC requirement)

e DBS certificates and background checks: 6 months (unless consent is obtained to retain
longer)

o Client contracts and communications: 6 years (Limitation Act 1980)

Each department is responsible for applying these timeframes in collaboration with the DPO.
Data Destruction and Disposal

Data that exceeds the defined retention period will be securely destroyed. Destruction methods
include:

o Electronic data: Secure deletion software or overwriting
o Paper records: Cross-cut shredding or secure disposal

Audit logs of destruction events will be maintained. Where a legal hold is in place (e.g. litigation
or regulatory investigation), data destruction will be suspended until further notice.

Monitoring and Review

This policy will be reviewed annually. Spot checks and audits will be conducted periodically to
ensure compliance. Any breaches or non-compliance will be escalated to senior leadership.

Legal Holds and Exceptions
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Where data is subject to a legal hold or regulatory request, destruction is temporarily
suspended. The team must notify the DPO immediately if a legal or regulatory issue arises that
affects routine data destruction.

Policy Review

This policy will be reviewed annually and updated as necessary to reflect changes in legislation,
best practice, or organisational requirements. The next scheduled review will take place one
year from the latest revision date.

Policy Updated: August 2025

Date of Renewal: August 2026




